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DESCRIPTION 

M*>t-hod of pay ment bv means of 
an eledtronio coimrtunieat^o n device 



FIELD OF THE INVENTION 

This invention generally relates to improvements in payment 
procedures in electronic business and more particularly to a 
method of payment in a purchasing action performed by means of an 
electronic coininunication device. 

BACKGROUND OF THE INVENTION 

More and more goods and services are purchased electronically 
today by the aid of electronic communication devices. Such 
communication devices are computers with an on-line connection or 
stationary or mobile (cellular) phones. When using a modem 
cellular phone, the user/customer has the choice of dialling the 
telephone number of a provider offering goods and/or services in 
order to talk to the provider in person via a voice channel, or 
to build up an internet connection in order to place his purchase 
order on the website of the provider - 

A very important cellular standard network is the so-called GSM 
{Groupe Special Mobile / Global system for, mobile 
communications) ♦ Mobile stations under the GSM coa^rise the 
mobile equipment (cellular phone) itself and a so-called 
subscriber identity module (SIM), the latter essentially 
consisting in a GSM specific chip card. The function of the SIM 
consists in ensuring that only authorized persons obtain access 
to the net, thus securing an operating call metering. To achieve 
this goal, the SIM securely stores user specific data 
(international mobile subscriber identity - IMSI) and executes a 
cryptographic algorithm under secure conditions. 
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A very common method of payment in electronic business 
transactions consists in that the customer gives his credit card 
particulars to the provider. The provider th^n verifies the 
credit card data and, upon positive authentication of the data, 
delivers the purchased goods or services. However, because of the 
high risk of fraud when passing on credit card particulars via a 
relatively open network to unknown persons, a lot of users deter 
from this method of payment - 

Another known method of payment involves the use of smart cards 
which overcome the drawback of the danger of fraud, but wliich 
often fails due to the missing public key infrastructure and a 
lack of customer acceptance. 

With the increasing importance of electronic commerce and 
electronically transacted purchasing actions, there is in fact a 
high need of a secure and commonly acceptable payment method, 

SUMMJkRY OF THE INVENTION 

Accordingly, it is a primary object of the present invention to 
overcome the drawbacks mentioned above and to provide a unique 
method and system for the payment in electronically transacted 
purchasing actions which can be universally enployed and which is 
not limited to the use of a personal computer. 

These and other objects of the present invention are accomplished 
by exchanging electronic bills, money transaction orders and 
signed payment' receipts between a customer, a service provider, a 
payment provider and a telecommunication provider based on 
existing sophisticated security mechanisms as provided by SIM 
cards and the existing billing system of the telecommunication 
companies . The concept according to the present invention is very 
suitable for but not limited to mobile (cellular) phones. 
According to the invention, it Is possible to use the existing 
GSM/SIM chip card in any other PAD, PvC device or personal 
computer as these devices are already functioning as electronic 
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communication devices via internet connection. 

Particularly, according to the present invention, the method of 
payment consists in building up a connection between a customer 
and a provider offering goods and/or services via a coinmunication 
channel of the communication device- When the customer decides to 
purchase a good or service, he sends a purchase order to the^ 
provider, either a spoken purchase order via a voice channel or 
an electronic purchase order (created by typing or clicking an 
appropriate button) via internet connection or a service channel 
of the communication device. Upon receipt of the purchase order, 
the provider issues an electronic bill and transmits said 
electronic bill to the customer. The customer verifies and, 
acknowledges the electronic bill as received from the provider. 
Upon acknowledgement by the customer, a money transfer order is 
created and transmitted to a payment provider who executes the 
money transfer order by debiting an account of the ciistomer. This 
account may be the telecommunications account of the customer at 
his telecomnunication company. Then, a receipt of payment is 
created by the payment provider and sent to the communication 
device of the customer which forwards said receipt of payment to 
the provider as proof of payment, and the purchased good or 
service is delivered by the provider. 

The benefits of the invention consist in providing a secure 
payment method which can be readily employed by cellular phone 
users without the need of additional hardware infrastructure, 
based on the existing sophisticated security concepts of cellular 
standard networks. The authorization of the customer is achieved 
by the identification and call metering mechanisms of the 
cellular standard networks, e.g. the use of the SIM and existing 
service channels. This results in a very fast execution of the 
payment method according to the present invention as the {voice 
channel) connection between the customer and the provider does 
not have to be interrupted and the electronic bills, money 
transaction orders and signed receipts of payment can be 
transmitted at the same time and parallely via existing service 
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channels . 

These and other objects of the present invention are accomplished 
by a computer program product (software) which is preferably 
embodied on a cellular phone chip, e.g.. on the SIM card, which 
computer program product comprises computer program code means 
adapted to perform the following steps when run on an electronic 
communication device: 

receiving an electronic bill transmitted via a first 
channel of said electronic communication device; 
upon acknowledgement of said electronic bill by a user of 
said electronic communication device, creation of a money 
transfer order and transmission of said money transfer 
order to a payment provider via a second channel of said 
electronic communication device; 

receiving a receipt of payment from said payment provider 
and forwarding said receipt of payment to said, provider* 

In this context, it is clear that the computer reading the 
software is an electronic communication device, such as a 
personal computer, personal digital assistant, mobile or 
stationary digital phone etc- 

BRIEF DESCRIPTION OF THE DRAPflNGS 

Figure 1 schematically depicts , a telecommunication payment system 
in accordance with the subject invention; 

Figure 2 is a schematic illustration of the function flow of the 
payment method in accordance with the subject invention. 

DETAILED DESCRIPTION OF THE INVENTION 

The invention utilises the existing network of telecommunication 
companies and particularly of the mobile phone GSM network. 
Millions of users are in possession of a GSM chip card, (SIM) in 
their mobile phone and each of those users has a world-wide 
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unique ID number which is the international mobile subscriber 
'■ identity IMSI. Thus, a user can be identified securely on 
(almost) any place of the world. Further, the invention uses the 
very sophisticated billing system established by the 
telecoinmunication providers to charge purchase payment costs with 
the monthly telecommunication bill. 

Figure 1 shows a schematic overview of the payment system 
according to the present invention. In the illustration of figure 
1, a telecommunication provider is generally depicted by 10, a 
customer is depicted by mobile equipment devices 12 such as a 
mobile phone or a personal digital assistant PDA, The invention 
is of course not limited to the use of the telecommunication 
devices illustrated in figure 1 but can also be used in 
connection with personal computers, stationary digital phones and 
the like. A service provider offering goods and/or services is 
generally depicted with 14 and a payment provider, eJ'^. a bank or 
the like, is depicted with 16. Of course, all participating 
parties need appropriate terminal equipment, i.e. communication 
devices. In the case of the telecommunication provider 10 and the 
payment provider 16, this equipment is preferably fully 
automated - 

The customer builds up a connection with the service provider 14 
by dialling the service providers telephone number on his 
communication device 12 in order to establish a voice connection, 
or enter the internet address of the service provider in order to 
establish a internet connection. The connection is established 
via the telecommunication provider 10 who receives users ID data 
via a data channel. The user ID data is verified in a 
authentication centre of the telecommunication provider 10 and, 
upon positive identification, the telecommunication provider 10 
grants access to the customer 12 by establishing the connection 
with the service provider 14 (arrow AX In figure 2} . For the 
further description of the invention, it is assumed that the 
connection between the customer and the service provider is a 
voice channel connection. 
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Via this voice channel connection, the customer asks the provider 
14 for a certain product, e.g. a movie theatre ticket. The 
provider 14 confirms that the ticket is available and states the 
costs for the ticket. This is performed by voice communication 
(arrow a 2 in figure 2) - Then, the provider 14 transmits a 
digitized bill via a parallel data or senrice channel of the 
communication device. This is illustrated by arrow A3 in figures 
1 and 2. The transmission of the digitized bill is of course not 
limited to the data or service channel, but can also be performed 
by acoustic data transmission via the voice channel (similar to 
fax machine transmissions) . 

At D, the amount of the digitized bill is displayed on the 
communication device 12, The customer verifies the amount and 
confirms it by pushing an appropriate bottom of the communication 
device 12. Then, a money transfer order is created in the 
communication device 12 and sent to the payment provider 16 via 
the telecommunication provider 10 (arrow A4 in figures 1 and 2) . 
At c, the customer is checked again and authenticated before the 
money transfer order is passed on to the payment provider who 
then transfers an appropriate amotmt to the provider 14. This 
transfer action is depicted by T in the figures. Alternatively, 
the authentication of the customer can be performed after the 
payment provider 16 has received the money transfer order A4 but, 
of course, before the transfer action T begins - 

As a next step, the payment provider 16 sends a signed billing 
receipt to the customer (arrow A5), from where it is forwarded to 
the service provider 14 (arrow A6) as proof of payment. The 
signature of the receipt is an encrypted digital signature which 
can be confirmed and authenticated by an appropriate 
authentication centre, e.g. the telecommunication provider 10 
(arrows A7) . The service provider 14 then acknowledges receipt of 
the proof of payment via the voice channel (arrow A8) , and the ■ 
purchasing action is completed. 

The customer receives a bill from the payment provider on the 
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amount of the money transferred to the provider 14 plus a 
transaction fee. Preferably, this amount is included with the 
monthly bill of the telecommunication provider. 

Thus, according to the invention, the data to be exchanged, e.g. 
the bills and receipts, can be transmitted either as digitized 
acoustic signals using the regular voice connection, or as data 
via a regular data connection. As pointed out above, the concept 
according to the present invention is very suitable for but not 
limited to mobile phones and can be implemented in any other 
telecommunication device by providing the possibility of 
insertion of the GSM chip card. 



